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 Key Changes & Enhancements
 NAPTR Lookup Support (PFUOI 4.4.0)

• NAPTR Lookup is the default lookup method for Peppol participant discovery in this release.
• For continued use of CNAME-based lookup until Transition Phase 2 (T2 - 01.11.2025), configure the following in oxalis.conf:

 Peppol PINT Wildcard Migration Support (PFUOI 4.3.0)

• Introduced a new mandatory configuration parameter: “oxalis.pint.wildcard.migration.phase“
• This enables alignment with the Peppol PINT wildcard migration requirements.
• Default value is set to 1 in this release which is in accordance with Transition Phase 1 (T1 – effective from 15th May 2025).
• Detailed documentation (refer release notes) is provided for configuring the appropriate value based on your implementation phase.

 Dependency Upgrades
• HTTP Client: 5.4.4
• VEFA Peppol: 4.1.1
• Commons CertValidator: 4.6.0
• Peppol Specifications: 2.5.0
• Apache CXF: 4.0.8
• Jetty: 11.0.25
• JAXB (impl): 4.0.5
• Guava: 33.4.8-jre
• Joda-Time: 2.14.0
• Commons DBCP2: 2.13.0
• Commons IO: 2.19.0
• MariaDB Java Client: 3.5.3
• HSQLDB: 2.7.4
• Logback: 1.5.18
• OpenTelemetry (HTTP Client): 2.16.0-alpha
• OpenTelemetry Core: 1.50.0
• TestNG: 7.11.0
• Mockito Core: 5.17.0
• Lombok: 1.18.38
• MetaInf Services: 1.11 2
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 Vulnerability Scanning Report

• GitHub Dependabot:  No vulnerabilities detected

• Sonatype Scan:  1 Medium vulnerability found in H2 Database (No fix currently available)

 Release Notes & Migration Guide
Please refer to the official Oxalis-NG v1.2.0-RC2 release note page for more details. Oxalis-NG documentation can be found at: 
https://github.com/OxalisCommunity/oxalis-ng/wiki 

 Contribute & Feedback

 A big thank you to Dmitriy Lapko, Janne Waren, Andrei Maga, and Oystein Holm for promptly identifying, analyzing, and resolving the multi-threading issue. It’s 
impressive to see how swiftly the community detects and addresses such challenges. Much appreciated!!!

We also encourage Oxalis users to test RC candidates as soon they are available so that we can get early feedback and take steps accordingly. 

Release in Progress:

Oxalis/Oxalis-AS4 7.2.0-RC1 containing exactly same changes as Oxalis-NG 1.2.0 RC 2, except that AS2 protocol support is Not there in Oxalis-NG. 
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• Peppol Policy for use of Identifiers v4.4.0 (updating v4.3.0): https://docs.peppol.eu/edelivery/policies/Peppol-EDN-Policy-for-use-of-identifiers-4.4.0-2025-02-
06.pdf 

• There are two changes in PFUOI 4.4.0. 

• POLICY 1 – Maximum length of Participant Identifiers and Party Identifiers was increased from 50 to 130 characters - This change is not directly related 
to the CNAME to NAPTR changes but primarily focuses on French participant identifier requirements

• POLICY 7 - New algorithm (U-NAPTR based) used to lookup Peppol Participants in the DNS was adopted by replacing older CNAME and is based on 
OASIS BDX Location 1.0 specification. Example for Participant Identifier “iso6523-actorid-upis::0088:123abc" on the production SML. All parts of URL 
domain names are case insensitive 

• CNAME: 

"B-"+hexstring(md5(lowercase(ID-VALUE)))+"."+ID-SCHEME+"."+SML-ZONE-NAME

e.g. B-f5e78500450d37de5aabe6648ac3bb70.iso6523-actorid-upis.edelivery.tech.ec.europa.eu

• NAPTR: 

strip-trailing(base32(sha256(lowercase(ID-VALUE))),"=")+"."+ID-SCHEME+"."+SML-ZONE-NAME 

e.g. y7dzfxaf3d4cjz4kcgrxtec6twvcga4ky7zwa5boif6mswd4tdrq.iso6523-actorid-upis.edelivery.tech.ec.europa.eu

Peppol Service Metadata Locator v1.3.0 (updating v1.2.0): This specification add constraints to use only the “https” URL scheme. At present, SML DNS already support 
NAPTR based lookup, so you can already start using NAPTR based lookup. For additional details, refer: https://docs.peppol.eu/edelivery/sml/Peppol-EDN-Service-
Metadata-Locator-1.3.0-2025-02-06.pdf 

• Peppol Service Metadata Publishing v1.4.0 (updating v1.3.0): SMP must support “https”, no more “http”. For additional details, refer: 
https://docs.peppol.eu/edelivery/smp/Peppol-EDN-Service-Metadata-Publishing-1.4.0-2025-02-06.pdf 
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CNAME to NAPTR change

https://docs.peppol.eu/edelivery/policies/Peppol-EDN-Policy-for-use-of-identifiers-4.4.0-2025-02-06.pdf
https://docs.peppol.eu/edelivery/policies/Peppol-EDN-Policy-for-use-of-identifiers-4.4.0-2025-02-06.pdf
https://docs.peppol.eu/edelivery/sml/Peppol-EDN-Service-Metadata-Locator-1.3.0-2025-02-06.pdf
https://docs.peppol.eu/edelivery/sml/Peppol-EDN-Service-Metadata-Locator-1.3.0-2025-02-06.pdf
https://docs.peppol.eu/edelivery/smp/Peppol-EDN-Service-Metadata-Publishing-1.4.0-2025-02-06.pdf
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Migration plan for AP (Oxalis Users): 

1. T1: Start point - May 1st, 2025: 

a. Between T1 (May 1st, 2025) and T2 (November 1st, 2025):

i. Participant Identifier Values with new maximum length must  implemented before T2 i.e. Before November 1st, 2025

ii. Use DNS U-NAPTR record to find the SMP base URL: 

i. Before T1: start implementing these changes immediately to ensure the DNS U-NAPTR lookup is used before T2. The SML already today 
creates the necessary DNS records

iii. Before T2, implement code change so SMP connections may use http and https in parallel 

2. T2: Start point - November 1st, 2025  (T1 plus 6 months):

a. Between T2 (November 1st, 2025) and T3 (February 1st, 2026):

i. From T2: all SMP lookups MUST use the U-NAPTR based lookup, because using CNAME records does not allow to properly differentiate between http 
and https registrations. From this point on, the lookup via CNAME is forbidden

ii. An SMP lookup may result in an http or an https URL – the AP must be able to deal with both protocols in parallel

3. T3: Start point - February 1st, 2026  (T2 plus 3 months)

a. From T3 onwards: An SMP lookup must result in an https URL. It is recommended (but not mandated), that APs stay resilient and accept http URLs for at 
least 6 months afterwards

5
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• Prepare to handle longer “Participant Identifier Values” as per PFUOI 4.4.0. This also include your reporting and backend systems database schema as well as 
adopting local validation rules when dealing with longer Participant Identifier Values i.e., 130 characters

• Please remember to test the usage of longer Participant Identifier Values in all processing steps, including at least: Document validation, SMP lookup, SBDH 
creation and Document transmission

• The maximum length of Participant Identifiers and Party Identifiers was increased from 50 to 130 characters, excluding SchemeId part.

• Prepare to use the U-NAPTR based SMP URL resolution instead of the CNAME based SMP URL resolution. Latest Oxalis RC already started using U-NAPTR as 
default lookup mechanism since SML already create necessary records, though you can keep it CNAME until mandatory period starts (T2 – refer migration plan) by 
specifying property in Oxalis.conf as per release notes. 

• Note: initially, the resulting SMP URL MUST still be using the http protocol (before T2). Any SMP returning a URL using the https protocol is non-compliant. 

• Peppol AP must be able to deal with SMPs that are operated using the https protocol. Current default behaviour of Oxalis already support “http” and “https” 
protocol. However, those using non-default lookup need support for “https”. Oxalis will try to add “https” in provided non-default way as well

• Make sure that any check on the “http” protocol as well as on the usage of port 80 is adopted accordingly. During a migration phase it will be required to 
handle http and https in parallel. 

• Use a TLS trust store like the one used for AP-to-AP communication
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Oxalis Community Survey – April 2025 – Response [1/3]

 1. Validation

• Current Use: Majority of respondents rely on their own validation solutions or using Open source or combination of both.

• Challenges: Many reported challenges with current validation approaches.

• Interest in Community Tool: A strong majority are open to a community-provided validation tool, especially if maintained 
under the Oxalis umbrella.

• Perceived Benefits: Respondents see benefits such as:

• Standardization

• Reduced maintenance effort

• Better alignment with community compliance goals

 Conclusion: There is clear community demand for a centralized, standardized validation engine provided by the Oxalis 
project.

Next Step: The Oxalis Community will release PoC/initial beta version of the validation artifacts after approval from Oxalis 
Management Team. 
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Oxalis Community Survey – April 2025 – Response [2/3]

 2. Docker Usage

• Current Usage: Some respondents use Norstella-provided Docker images, though majority are either not relying on 
Docker images or use custom-built ones.

• Impact of Discontinuation:

• 9 teams can create/maintain their own Docker images.

• 6 explicitly cannot, and 4 say "Maybe, with guidance".

• Support Needed: Respondents requested:

• Clear Dockerfile documentation

• Best practices

• Importance: Only a few rated official images as critical; 13 said it's not important as they build their own.

 Conclusion: While a majority can manage without official Docker images, those unable or unsure would benefit from 
documentation, templates, and knowledge sharing. The community can discontinue official Docker images if sufficient 
support is offered to help others transition.

Next Step: Once proper documentation is available in the WIKI (e.g., https://github.com/OxalisCommunity/oxalis-ng/wiki), 
the official Docker images will be discontinued.  

https://github.com/OxalisCommunity/oxalis-ng/wiki
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Oxalis Community Survey – April 2025 – Response [3/3]

 3. Performance Testing

• Adoption: Only 1 respondent has done proper performance testing; most (15) have not.

• Willingness to Share: 7 are willing to share results; 9 said "Maybe".

• Available Data:

• 6 can share bottleneck or throughput documentation.

• A few have Dynatrace or JMeter reports and screenshots.

• Performance Issues: 3 reported recurring issues; 14 said they had none.

• General Feedback: A couple of respondents expressed willingness to collaborate or provided details.

 Conclusion: Performance testing is rarely performed by community, but there is some interest in sharing 
results and collaborating. 

Next Step: Please share your performance results by sending an email to oxalis@norstella.no with the subject 
line: «Oxalis Performace Results» , if you have expressed willingness to do so.

 

mailto:oxalis@norstella.no
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MLS is an evolution based on MLR. The key nature of the existing MLR is that it reports on the message content only on the basis of the technical specifications that 
apply, whereas the MLS can also include status of delivery towards C4 i.e., MLS messages are sent by C3 to C2 and contain information about the processing and 
delivery of a message towards C4.
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The MLS message is intended to inform the Sending Service Provider of the original business document (C2) of the following situations:

• Message Rejected because not meeting conformance criteria (Point 1 above) / Message Delivery towards C4 failed (Point 2 above) : The received message was 
not delivered towards the final recipient (C4) for business processing.

MLS Response code: RE

The MLS contains the reason (Reason Code e.g., SV, BV, FD etc) that the message was not delivered towards C4:

• Errors according to conformance rules (XML Schema Validation error, Standard compliance violation, Schematron validation, etc)

• Non-compliance with Peppol Interoperability Framework (Value mismatch between documents, File size exceeds limit, value length exceeds limit, virus or 
malware detected, MIME type mismatch, Malformed content etc) 

• Delivery Failure: C3 is permanently unable to pass on the message towards C4

• Message Delivery towards C4 succeeded (with confirmation): The received message has been successfully delivered towards the final recipient (C4). C3 has 
received a verifiable confirmation that the message has been carried forward towards C4.

MLS Response code: AP

The reason for this status may be optionally provided e.g., Delivery by API with acceptance acknowledgement

• Message Delivery towards C4 performed (without confirmation): The received message has been forwarded to C4, but C3 has no method to verify that it arrived.

MLS Response code: AB

The reason for this status may be optionally provided e.g., Delivery by email

11

MLS Scenarios
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• C3 receives a Peppol message from C2 (with business document wrapped inside SBDH)

• Check SBDH for MLS Condition: C3 determines from the SBDH (SBDH Extension - MLS_TYPE) under what conditions an MLS message must be sent. If there is no 
entry in the SBDH, the respective default behavior must be use as per MLS Policy

• The MLS_TYPE business scope element is an optional element. With MLS_TYPE, C2 can control whether they expect only negative responses (RE) or all types 
of responses (AP, AB, RE)

• The Scope/InstanceIdentifier element MUST have one of the following values (case sensitive): FAILURE_ONLY, ALWAYS_SEND. Any other value is 
considered as invalid and MUST be interpreted as the default value

• Example: 

 <Scope>

   <Type>MLS_TYPE</Type>

   <InstanceIdentifier>ALWAYS_SEND</InstanceIdentifier>

 </Scope>

• Check SBDH for MLS receiver: C3 determines from the SBDH (SBDH Extension - MLS_TO) to what Participant Identifier an MLS message must be sent. If the SBDH 
does not contain a specific receiver, the default is to use the SPIS Main ID from the PartyInfo/From/PartyId value of the AS4 User Message

• The MLS_TO business scope field is an optional element. If this element is not present or invalid, MLS responses MUST be sent to the general Peppol 
Service Provider ID (SPID) of C2.

• Number of validation in place to determine right value of MLS_TO

• The Participant Identifier Scheme for the Peppol SPIS MUST be used. 

• The Participant Identifier Value MUST start with (or be equal to) the Main ID of C2 

12
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• C3 SHOULD check that the value of the Scope/InstanceIdentifier field correlates to C2’s SPID from the Peppol AP Certificate

• If this field is present, and the Participant Identifier is valid, and the Participant Identifier is existing, and the Participant Identifier has correctly 
registered for the MLS Document Type, MLS messages MUST be sent to the Participant Identifier specified.

• If this field is present, and it does not contain a valid Participant Identifier, then this field MUST be ignored. 

• If this field is present, and the Participant Identifier is valid, but the Participant Identifier is either non-existing or lacking the necessary SMP 
registration, then this field MUST be ignored.

• Example of an MLS_TO business Scope element (02XX is the placeholder for the SPIS ICD code):

 <Scope>

   <Type>MLS_TO</Type>

   <InstanceIdentifier>02XX:000001-001.1234567</InstanceIdentifier>

   <Identifier>iso6523-actorid-upis</Identifier>

 </Scope>

 <Service Provider Identification Scheme>:<Main ID>-<Peppol Use Case ID>.<Service Provider Suffix>

 REGEX for Service Provider ID: [0-9]{6}(-[0-9A-Z_]{3,12}(\.[0-9A-Z\-\._~]{3,24})?)?  

• Main ID: 6-digit number contained in the Peppol Seat ID.- The Main ID must be assigned by OpenPeppol

• Peppol Use Case ID: 3- to 12-character alphanumeric value - eDEC CMB will maintain an authoritative list of the SPID Peppol Use Case IDs

• Service Provider Suffix: 3- to 24-character value - it can be assigned by any Service Provider itself. The Service Provider Suffix MUST only be used in 
combination with a Peppol Use Case ID.

13
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• C3 performs optional validation steps as needed and forwards business document to C4

• If C3 successfully validated (without any error) and forwards business document to C4 then send a positive MLS to C2 if MLS_TYPE is ALWAYS_SEND. No need to send 
MLS back to C2 if MLS_TYPE is FAILURE_ONLY

• If C3 found that message is Not conformant or message can't be delivered to C4 then send Negative MLS. 

MLS Sending 

• Create an MLS document

• Technically validate the MLS document

• Perform an SMP lookup for the chosen C2 Participant ID 

• Wrap MLS document in SBDH

• C3 sends the MLS message to C2

14
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Oxalis and MLS/SPIS

• Support core functionality as described in SBDH, SPIS and PFUOI

• Optional support to provide way to generate MLS: OMT Decision Pending 

• Optional support to validate incoming & outgoing message in the form Validation Engine: OMT Decision Pending 

References

• Peppol Policy for use of Identifiers 4.4.0

• OpenPeppol Service Provider Identification Scheme (SPIS)

• SBDH Extension (MLS_TYPE & MLS_TO must be defined just like Country Codes used in reporting) - is Not published yet

• Service Provider Operational Guideline on MLS - is Not published yet

• MLS Policy - is Not published yet
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MLS Support and References

https://docs.peppol.eu/edelivery/policies/Peppol-EDN-Policy-for-use-of-identifiers-4.4.0-2025-02-06.pdf
https://docs.peppol.eu/edelivery/policies/OpenPeppol-SP-ID-Scheme%201.0.0.pdf
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• Enhanced B2B (eB2B) Interoperability Project: OpenPeppol and GENA are jointly driving the Enhanced B2B (eB2B) Interoperability Project to deliver advanced B2B interoperability services among 
member organizations operating as Peppol Access Points. Norstella is participating in the project as an observer, enabling Oxalis users—who are also members of both OpenPeppol and GENA—to 
actively engage in the initiative and conduct interoperability testing using the Oxalis platform.

• For more information on the eB2B initiative, please refer to the official documentation: https://openpeppol.atlassian.net/wiki/spaces/EIP/overview?homepageId=3184230648

• To facilitate Oxalis support for this initiative, a corresponding task has been added to the public roadmap for requirement analysis and future feature development as needed: 
https://github.com/OxalisCommunity/Oxalis-Public-Roadmap/issues/35 

• Croatia: We received feature request to support Croatia. It is found that Croatia is going to using Peppol like specifications but with its own infrastructure setup. A task is created in Oxalis Internal 
roadmap: https://github.com/OxalisCommunity/Oxalis-internal-roadmap/issues/39  to analyze the requirement and further plan it after discussion with Oxalis Management Team. 
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Domain & country Specific Extension – eB2B and Croatia

https://openpeppol.atlassian.net/wiki/spaces/EIP/overview?homepageId=3184230648
https://github.com/OxalisCommunity/Oxalis-Public-Roadmap/issues/35
https://github.com/OxalisCommunity/Oxalis-internal-roadmap/issues/39
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Oxalis Community dashboards provide structured project management and progress tracking for ensuring transparency, collaboration, and efficiency 
across different stakeholder groups

Public Roadmap: https://github.com/OxalisCommunity/Oxalis-Public-Roadmap/issues 

Internal Roadmap: https://github.com/OxalisCommunity/Oxalis-internal-roadmap/issues 

Public Dashboard: Oxalis Community Public Dashboard

Members' Dashboard: Oxalis Community Members Dashboard

Developers' Dashboard: Oxalis Developer Dashboard

17

Oxalis Dashboard – Brief Walkthrough

https://github.com/OxalisCommunity/Oxalis-Public-Roadmap/issues
https://github.com/OxalisCommunity/Oxalis-internal-roadmap/issues
https://github.com/orgs/OxalisCommunity/projects/12/views/1
https://github.com/orgs/OxalisCommunity/projects/11/views/1
https://github.com/orgs/OxalisCommunity/projects/13/views/1
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• Still questions? contact us: 

• Slack Channel: https://norstellaoxalis.slack.com

• General Channel (basically for eveything): https://norstellaoxalis.slack.com/archives/C08NE6MDG95

• All Oxalis members are kindly requested to join #general channel. It would be great to have at least one technical and one 
business representation in #general slack channel. 

• Email: oxalis@norstella.no

• Contact us Form: https://www.oxalis.network/contact-us

• Website: https://www.oxalis.network/

• Github Issues: https://github.com/OxalisCommunity/oxalis/issues

• GitHub Discussion: https://github.com/OxalisCommunity/oxalis/discussions
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Next Steps

https://norstellaoxalis.slack.com/
https://norstellaoxalis.slack.com/archives/C08NE6MDG95
https://norstellaoxalis.slack.com/archives/C08NE6MDG95
mailto:oxalis@norstella.no
https://www.oxalis.network/contact-us
https://www.oxalis.network/
https://github.com/OxalisCommunity/oxalis/issues
https://github.com/OxalisCommunity/oxalis/discussions
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More  information:
www.oxals.network
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